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Abstract
Providing the completely automated public test to tell computers and humans apart
(CAPTCHA) services that are not vulnerable to learning is an important issue. Image-based
CAPTCHA services have strengthened authentication by taking advantage of the fact that
it is more difficult for computers to understand images, but the rapid growth of deep learn-
ing has made it possible to break and attack authentication. Image-based CAPTCHA uses
pre-stored data, which enables learning and results in vulnerability. This paper presents an
adaptive generative adversarial network (GAN) selection scheme using time-average image
quality maximization subject to system/buffer stability. By using GAN, it can generate and
provide new images for CAPTCHA authentication every time, preventing deep learning from
learning images and enhancing security. In the image generation process, the trade-off exists
between image quality and generation time, and in consideration of this trade-off, delay aware
image-based authentication Lyapunov-based algorithm is proposed for stable andmaximized
performance. Moreover, through the performance evaluation, we investigate and show the
existence of trade-off between generation time and generated image quality in the image
generation process in both quantitative and qualitative manner.
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1 Introduction

1.1 Background

In most major mobile computing applications in Industry 4.0, privacy-preserving and secu-
rity mechanisms are essential due to the nature of pervasive and context-aware real-time
computing. Therefore, there are active discussions and research of security and authentica-
tion methods for real-time computing applications. Among them, the completely automated
public test to tell computers and humans apart (CAPTCHA) service for public authentica-
tion has been widely used for security purposes as a way of distinguishing whether a user
is an authentic human or a computer program [22]. CAPTCHA authentication services are
frequently used on websites to block advertising attacks or account hacking by prevent-
ing automatic subscriptions. The service requires users to correctly recognize and enter a
sequence of letters or numbers in the distorted images for identification. Because the images
used in CAPTCHA authentication are generally easy for humans to discriminate, whereas
it is difficult for computer programs to distinguish, it determines the user as a human if the
user correctly answers the test. However, image CAPTCHA has the critical disadvantage
of using pre-stored data, which increases the size of the database and enables automatic
subscription by learning stored images with deep learning. In modern Internet computing
environments, the automated and real-time image generation for CAPTCHA authentica-
tion is essentially desired to handle massive users in worldwide Inter-networking situations
[1, 8].

1.2 Key idea

To use the GAN for a real-time CAPTCHA authentication service, the problem of model
selection based on time and performance has yet to be considered. The model that generates
high-quality images requires a long execution time and a lot of computational resources.
In contrast, fast models usually result in poor quality. In real-world applications, time and
quality are very critical factors that can determine the success of the whole project. Selecting
a suitable model with proper consideration of these trade-offs is crucial in achieving sys-
tem stability and efficiency. Especially in the case of CAPTCHA, as it is used in many
places, the demand is very high, and the volatility of the needs is also severe. In par-
ticular, the number of requests may increase rapidly depending on specific situations or
times, such as online voting, period sales on certain sites, or when demand for subscrip-
tions is high due to special topics. On the other hand, requests can be significantly reduced
at certain times when people are usually inactive. As such, there are many differences in
the number of requests for CAPTCHA authentication services depending on the situation.
The proper mechanism is needed to control those requests and stabilize the system. In this
paper, a dynamic CAPTCHA authentication image generation algorithm is proposed for
time-average performance maximization subject to stability. In considering the system, as
shown in Fig. 1, the CAPTCHA server consists of multiple GAN-based image generators
and generates the CAPTCHA authentication images using GAN. If the generator has shal-
low hidden layers, the process is faster while its performance is lower (and vice versa).
Here, the trade-off exists between delay and performance. Therefore, the proposed algorithm
aims at the CAPTCHA test performance maximization under the consideration of stabil-
ity. Note that the proposed algorithm is designed based on Lyapunov optimization theory,
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Fig. 1 Overall system architecture

which is majorly used for the time-average utility maximization subject to system stability
[12].

1.3 Contributions

The major contributions of the proposed dynamic GAN-based CAPTCHA image generation
selection for stabilized performance maximization algorithm are as follows,

• First of all, a newnovel Internet-based computing systemhas been proposed and designed
for real-timeCAPTCHAauthentication services that can always produce newly generated
authentication images using the GAN-based image generation models.

• Moreover, a delay-aware image-based authentication algorithm is proposed, which is the
first attempt to the best of the authors’ knowledge.

• Lastly, in order to maximize the CAPTCHA test performance under the consideration of
system stability, the theory of Lyapunov optimization is used for the algorithm design in
this paper because it is proven that (i) it is mathematically optimal, (ii) its stability is guar-
anteed, and (iii) the Lyapunov optimization theory-based algorithm is fully distributed
(i.e., suitable to be implemented on the Internet).

1.4 Organization

The rest of this paper is organized as follows. Section2 explains preliminary knowledge for the
proposed algorithm. Section 3 presents the proposedGAN-based real-timeCAPTCHA image
generation for time-average performancemaximization thanks toLyapunovoptimization, and
Section 4 evaluates the performance. Section 5 discusses on challenges and efficiency of the
proposed algorithm, and Section 6 concludes this paper.
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2 Preliminaries

2.1 Related work

2.1.1 Applications of the lyapunov optimization theory

The Lyapunov control-based optimization which is based on stochastic optimization (time-
average penalty minimization subject to stability) is with a lot of applications as follows. The
method for time-average video delivery quality (e.g., peak-signal-to-noise-ratio) maximiza-
tion subject to stability in device-to-device (D2D) networks, caching networks, and small-cell
video networks are well-discussed in [2–6, 12]; and the related implementation is in [13].
Moreover, a Lyapunov optimization-based adaptive streaming over HTTP (DASH) algorithm
is also proposed in integrated LTE/WiFi networks [14]. The application of Lyapunov control-
based optimization to the dynamic Markov decision process (MDP) is proposed in [17].

2.1.2 GAN Applications

TheGAN,whichwas introduced in [7], consists of a generator and a discriminator. These two
models are trained in an adversarial way and develop each other’s performance. The generator
takes input noise and is trained to generate samples that can deceive the discriminator. The
discriminator either takes a real data sample or a generated sample as input and is trained to
discriminate whether the sample is fake or real.

In recent years, there have beenmany attempts to deal with the performance and efficiency
trade-off of GANs. Some of them adjust the structure of the network. For example, slimmable
GANs (SlimGAN) [9] provide multiple choices to adjust the width of the generated network.
In SlimGAN, several discriminators shared partial parameters to train slimmable generators
and it uses step-wise in-place distillation techniques to ensure consistency between generators
at different widths. For another example, the paper GAN Compression: Efficient Architec-
tures for Interactive Conditional GANs [15], reduced the model size without losing image
quality via neural architecture search and weight sharing.

Unlike previous studies that newly configure or compress the model for efficiency, we
propose a new algorithm to dynamically control the resolution and speed of the GAN while
considering the system stability and maximizing the performance. The proposed approach
can be easily implemented and allows appropriate adjustment of image resolution depending
on the delay situation. Specifically, we extend the previous research on the trade-off between
performance and efficiency in GANs [20], introducing system models and algorithms for
real-time CAPTCHA authentication services. We used the model introduced in the paper
Progressive Growing of GANs for Improved Quality, Stability, and Variation (PGGAN) [11].
The PGGAN progressively learns the features by gradually adding layers of the models.
Starting with a low-resolution image, the model can produce higher-resolution images as the
layer is added. Instead of training large models at once, it learns low-dimensional features
with a shallower model and then gradually increases the size of the model to learn finer
details.

2.2 Systemmodel

As shown in Fig. 1, the image request/response system model for the CAPTCHA test is
considered. It is composed of multiple clients, who are connected to the internet and a
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model repository server that contains pre-trained GAN models. One-to-many relationship
between server and clients is examined, where a single server provides generated images for
CAPTCHA authentication tests to multiple clients. It is assumed that clients are connected
to the Internet over networks such as Wi-Fi and local area networks (LAN), and that client
devices can be of any type, such as desktop computers, laptops, tablets, and smartphones. The
server contains various types of pre-trained GAN models. Each pre-trained model stored on
a server produces a different resolution image, and the higher the resolution of the image, the
longer it takes to generate the image. Specifically, the models that outputs 64×64, 128×128,
256 × 256, 512 × 512, 1024 × 1024 (ppi) resolutions of images are considered in this
study.

Clients and the server communicate in a typical request-response pattern, but a Lyapunov
queuing control mechanism is added to maximize time-average image quality while stabi-
lizing the system. The whole process of client-server communications is depicted in Fig. 1.
When a user accesses the CAPTCHA test service with a web browser, the web page requests
the model repository server to send the CAPTCHA test. The requests are loaded in the buffer
and are sent to the server sequentially. Here, the arrival of the requests at the buffer B(t) is
assumed as a random process. The departure process of the buffer is controlled with the Lya-
punov mechanism, allowing the server to select the optimal model for image generation with
proper time and performance considerations. When the model repository server receives the
requests, the server loads the optimal pre-trained model to generate the set of the CAPTCHA
images in proper resolution. After the GAN model generates the set of CAPTCHA images,
the server sends the set of CAPTCHA images in response to the request. When the web page
receives the set of generated CAPTCHA images, the user solves the CAPTCHA problem
displayed on the web page and submits the answer. Then a validation is performed that com-
pares the submitted answers with the correct answers and returns the boolean value true or
false. If the value is true, the user passes the CAPTCHA test and will move forward, but if the
return value is false, the user fails the test and will have to go through the whole CAPTCHA
process again.

3 Delay-aware gan-based captcha authentication image generation in
internet

3.1 Algorithm design concepts

For internet-based CAPTCHA authentication image generation, the authentication service
requests will arrive at the server; and the requests will be in the buffer. The performance
of GAN-based image generation can be varied (by selecting one among multiple GAN-
based generators) depending on the buffer backlog sizes, i.e., it can be maximized when
the buffer is near empty because the best-performance GAN requires more computation
time due to deeper hidden layers. On the other hand, when the buffer is almost occupied by
the requests, the performance of image generation needs to be instantaneously reduced to
decrease the computation time. Thus, the dynamic GAN-based CAPTCHA image generation
by selecting GAN models for authentication performance maximization is subject to buffer
stability.
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3.2 AlgorithmDetails

Here, the main objective is an adaptive GAN selection for time-average image quality opti-
mization while preserving system stability. Therefore, the optimization formulation can be
described as follows:

max : lim
k→∞

1

k

k−1∑

τ=0

IB(α(τ)) (1)

subject to lim
k→∞

1

k

k−1∑

τ=0

B(τ ) < 0 (2)

where IB(α(k)) is the average image quality for the selected GAN α(k).
If a high-performance GAN is selected, it obviously increases image quality. However,

the GAN for the increased quality may increase buffering/waiting delays due to the increased
image sizes/qualities. Therefore, a trade-off exists between the objective (i.e., GAN-based
image generation quality in real-time) and delay. Here, Lyapunov-control based optimiza-
tion [10, 16, 23] can be utilized to maximize the time-average image quality (i.e., GAN-based
image generation quality maximization in real-time) subject to stability, and the correspond-
ing closed-form equation is as follows.

α∗(t) ← arg max
α(t)∈A

[
γ · Iq(α(k)) + B(k)μ(α(k))

]
, (3)

where α∗(k) is the optimal GAN selection at k. If the algorithm requires better stability of
the buffer with small γ , it might be clearly argued that the algorithm works to minimize
buffering delay for stabilized and safe GAN-based image generation.

Finally, the proposed algorithm in (3) which is closed form, controls α(k) for the maxi-
mization of the GAN-based image generation quality subject to buffer stability.

3.3 Pseudo-Code and Computational Complexity

The proposed algorithm solves the closed-form equation in each unit of time and hence
has low complexity. The complexity based on Algorithm 1 is numerically discussed, in this
section.

It is possible to determine optimal GAN selection by maximizing

γ · Iq(α(k)) + B(k)μ(α(k)) (4)

in each time slot. The proposed procedure to maximize (4) is summarized in Algorithm 1.
It has N number of computations since the given options to the equation should be applied
sequentially. As a result, it has computational complexity as O(N ); and it verifies that the
proposed algorithm works in low complexity, which is beneficial for practical applications
and operations.

4 Performance evaluation

The performance of the generative model is evaluated in quantitative and qualitative aspects.
It verifies the existence of a trade-off between image quality and time depending on model

123



Multimedia Tools and Applications (2024) 83:62045–62059 62051

Algorithm 1 Delay-Aware GAN-based CAPTCHA Authentication Image Generation in
Internet
Initialization
1: k ← 0
2: B(0) ← 0
3: ∀α(k) ∈ A
Lyapunov Optimization for GAN-based CAPTCHA
Image Generator Selection.
4: while k ≤ ∞ do
5: Observe B(k);
6: K∗ ← −∞;
7: for α(k) ∈ A do
8: K ← γ · Iq (α(k)) + B(t)μ(α(k));
9: if K > K∗ then
10: K∗ ← K;
11: α∗(k) ← α(k);
12: end if
13: end for
14: end while
15: Use the α∗(k) for CAPTCHA Image Generation.

selection. Applicability as a real-world CAPTCHA service is also demonstrated through
surveys conducted by human participation.

4.1 Quantitative evaluation

Evaluations are conducted to investigate the difference in image quality and time required for
the generation according to the difference in model selection. The Inception Score [18], the
most commonly used metric for measuring the performance of generative models, is used to
evaluate image quality. Note that all the experiments run on an NVIDIA Tesla V100 graphic
card with 32GB memory.

4.1.1 Image quality evaluation

The inception score measures the authenticity and diversity of the generated images. The
pertained Inception-v3model is used to predict the category probabilities of generated images.
The model can be mathematically represented as follows:

I = exp (Ex DK L (p(y|x)‖p(y))) (5)

where x represents a generated image and y denotes the labels predicted by the Inception
model [21]. Ideally, each image should be distinguished in the label distribution (high image
quality) and should have various results in a uniform distribution as a whole (diversity in
images). Thus, the KL divergence between a label distribution of an image p(y|x) and the
marginal distribution p(y) should be high when each generated image has a unique label
and the entire set of generated images are diverse in range. Note that the higher the inception
score, the better the performance.

Randomly selected 100 sample images generated from the pre-trained model are used to
calculate the inception score for each fold. For reliable evaluation, all sample images were
generated from the test sets that were never used during training. The indicated results in
Table 1 are the inception score with 100 images in 10 splits. According to the results, scores
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Table 1 Inception Score on Generated Images

64 × 64 128 × 128 256 × 256 512 × 512 1024 × 1024

LSUN-Airplane 2.563 (±0.443) 2.667 (±0.690) 2.804 (±0.529) - -

LSUN-Cat 3.360 (±0.418) 3.476 (±0.433) 3.278 (±0.505) - -

CelebA-HQ 2.080 (±0.396) 2.202 (±0.293) 2.301 (±0.274) 2.373 (±0.306) 2.310 (±0.309)

generally increase as the image resolution increases. There are some places where the score
decreases, specifically LSUN-cat 256 × 256 and CelebA-HQ 1024 × 1024. Based on the
results of the human evaluation or qualitative evaluation of the generated image, it can be
interpreted as a limitation of the scoring method itself, not a quality problem of the image.
It is assumed that the score has decreased as it captures the difference from the actual image
better or maybe the diversity problem, rather than the resolution or quality problem of the
image itself.

4.1.2 Time evaluation

The time to generate 100 images of each resolution is measured. The evaluation results are
shown in Table 2, and they are recorded in seconds. As the resolution increases, the time
difference becomes evident. At this rate in the 100 images, the difference is likely to be more
apparent when millions of people request the service in the Internet environment, which
makes the need for the proposed model clear.

4.2 Qualitative evaluation

Although the inception score is a widely adopted way to measure generated images, it still
has limitations [19]. To meaningfully demonstrate the results, the generated sample images
with pre-trained generators are shown in Fig. 2. The samples in the figure were taken from the
images generated when measuring the time it took to generate 100 images with a pre-trained
model. In Fig. 2, each row is a sample of images of different resolutions. The first column
shows the generated image samples with a resolution of 64 × 64, the second corresponds to
128×128, and the last is 256×256, respectively. In the last row, 512×512 and 1024×1024
resolution samples are additionally provided for the CelebA-HQ dataset. The higher the
resolution, the more time it took to generate the image, and it is clearly visible that there is
a difference in resolution.

For additional supplemental evaluations, human evaluation is conducted. These results
reflect the view on the visual quality of the samples and whether the images generated are
in good condition. In this paper, 33 participants evaluated the images to get reliable results.

Table 2 Time measured to Generate Images

64 × 64 128 × 128 256 × 256 512 × 512 1024 × 1024

LSUN-Airplane 4.11 4.92 6.10 - -

LSUN-Cat 4.13 4.97 6.09 - -

CelebA-HQ 4.18 5.06 6.21 8.11 12.83
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Fig. 2 Image samples generated at different resolutions for each dataset

Firstly, generated images that correspond to each resolution were given and evaluators were
asked to list them in a clear visible order. As shown in Fig. 3, two questions of this type
were asked and the response to each question is organized in the pie chart on the left. It is
the ratio of respondents’ answers in order of images that are considered to be the clearest.
Most people answered the image in resolution 256 × 256 is the clearest, and listed in order
of 128 × 128 and 64 × 64, in both questions.

For reliable results, people were asked to list a group of images in order of clarity. Groups
of images in different resolutions are provided. In detail, the randomly selected generated cat
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Fig. 3 Survey questions and responses on image quality evaluations.

images and images of other animals are arranged and given in the form of a 3×3 grid. It was
provided in groups of 64×64, 128×128 and 256×256 resolution images. The figures used
in the survey are shown in Fig. 4a, b, and c. As shown in Fig. 4d, over 60 percent of people
answered in the correct order of high resolution to low resolution and about 30 percent of
people listed the 128 × 128 as the clearest, followed by 256 × 256 and 64 × 64 resolution
image groups. Only one person picked the 64× 64 image group as the clearest image group.

The test in similar formwith the CAPTCHA service is included in the survey, to show that
the proposed model is worth using as a CAPTCHA service in real applications. 3× 3 format
image girds are provided in each resolution of images, and people were asked to choose the
cat images from provided image groups. Dog, lion, and tiger images are included with the
generated cat images for the test. The figures and the images used in the test are indicated in
Fig. 5a, b, and c.

The numbers on the right side of each image are the number of people who selected the
image as a cat. All of the participants got the right answer on 128×128 and 256×256 image
groups, but some people responded with the wrong answer with 64 × 64 resolution images.

These results imply that providing high resolution of images is more likely to allow more
people to pass the test than providing low-resolution images.

5 Discussion

5.1 Implementation challenges

For the implementation, a pre-trained PGGAN model must be prepared. While training the
PGGAN, it is important not to fall into the mode collapse or convergence failure, which is the
chronic problems faced by GANmodels. Proper hyperparameter tuning and careful efforts in
training are required to get a well-trained model. Moreover, providing a CAPTCHA service
with appropriately arranged images is also a challenging problem. The randomly selected
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Fig. 4 Image groups and response for image quality evaluations

images may contain images that are very easy to distinguish by machines or may contain
strangely generated images that humans cannot recognize well.

5.2 Computational efficiency analysis and challenges

The result of the performance evaluation shows that there is a clear trade-off between image
quality and time consumption in the generative model. From the time evaluation, the time
taken to generate 100 images for the highest resolution (1024 * 1024) was about three times
slower than that of the lowest resolution (64 * 64) (on theCelebA-HQdataset).We can predict
that there will be a greater time difference if numerous requests are made when providing the
actual Internet CAPTCHA service. Thus, controlling the delay in requests is a very important
problem in real-time CAPTCHA service. Our proposed algorithm allows us to control the
delay problem by exploiting the trade-off between time delay and image quality, by selecting
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Fig. 5 Sample CAPTCHA-like question and responses on question to choose cats

the optimal GAN for the CAPTCHA service depending on the situation. The proposed image
generation-based CAPTCHA service still has the disadvantage of taking a longer time than
directly loading a pre-stored image. Instead, the proposed method can always provide the
new CAPTCHA images without storing large amounts of images on the server, which results
in a better service in terms of memory and security.

6 Concluding remarks

This paper has introduced a new generative adversarial network (GAN) based real-time com-
pletely automated public test to tell computers and humans apart (CAPTCHA) authentication
system model and the algorithm to control and stabilize the whole system, which is impor-
tant for Industry 4.0 autonomous applications. Pre-trained multiple-generation models in the
server can always produce newly generated authentication images. The proposed delay-aware
Lyapunov-based algorithm selects a GAN to maximize the image quality while achiev-
ing system/buffer stability at computational complexity O(N ) for the real-time CAPTCHA
authentication image generation over the Internet. The stability of the proposed system is
proven and the trade-off between image quality and generation time is shown. Plus, the
results of sample CAPTCHA tests using the generated images are shown. We only have
considered using PGGAN architecture in our work, but other generative models which have
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Fig. 5 continued
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a time-quality trade-off can also be used. This is not only limited to the GANmodels but also
can be applied to other generative models such as flow-based generative models. Moreover,
services in other data types can also be applied such as text-CAPTCHA or audio-CAPTCHA
generation. We leave these works as future research.
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