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ABSTRACT Multi-task learning provides plenty of room for performance improvement to single-task
learning, when learned tasks are related and learned with mutual information. In this work, we analyze
the efficiency of using a single-task reinforcement learning algorithm to mitigate jamming attacks with
frequency hopping strategy. Our findings show that single-task learning implementations do not always
guarantee optimal cumulative reward when some jammer’s parameters are unknown, notably the jamming
time-slot length in this case. Therefore, to maximize packet transmission in the presence of a jammer whose
parameters are unknown, we propose deep multi-task conditional and sequential learning (DMCSL), a multi-
task learning algorithm that builds a transition policy to optimize conditional and sequential tasks. For the
anti-jamming system, the proposed model learns two tasks: sensing time and transmission channel selection.
DMCSL is a composite of the state-of-the-art reinforcement learning algorithms, multi-armed bandit and an
extended deep-Q-network. To improve the chance of convergence and optimal cumulative reward of the
algorithm, we also propose a continuous action-space update algorithm for sensing time action-space. The
simulation results show that DMCSL guarantees better performance than single-task learning by relying on
a logarithmically increased action-space sample. Against a random dynamic jamming time-slot, DMCSL
achieves about three times better cumulative reward, and against a periodic dynamic jamming time-slot,

it improves by 10% the cumulative reward.

INDEX TERMS Ad hoc network, deep learning, jamming attack, multi-armed bandit, spectrum sensing.

I. INTRODUCTION

In wireless communication, network interference happens
when nearby communicating nodes transmit at the same time
with closer frequencies, resulting in a jamming attack if done
intentionally. In a jamming attack, the attacker named jam-
mer intentionally uses its electromagnetic energy to interfere
with radio frequencies used by communicating nodes in the
jammed area. Both jamming and network interference affect
the communication between nodes by corrupting transmit-
ted packets. Communicating nodes with the capability of
dynamically operating the radio spectrum access may escape
or reduce the impact caused by the jammer’s activities by
transmitting their data on a frequency different than the one
affected by the jammer. A node’s ability to properly switch
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between frequencies needs an efficient channel switching
policy to adapt to the jammer’s operating scheme. One way of
developing such policy, especially against a dynamic jammer,
is to use reinforcement learning (RL) algorithms [1], [2].
The convergence of RL algorithms to the optimal value in
a reasonable time is the ultimate goal for all RL algorithms;
however, not all of them always converge optimally. The
reason can be deduced in the nature of the task (completely
random vs. repeating tasks), the communication capabilities
between learning agents, or the used algorithm itself. In terms
of the algorithm used, the learning algorithm type may
help speed up the learning process. For example, an offline
learning algorithm generates a better performance, in most
cases (not always guaranteed), than an online algorithm due
to its functional approach. Offline learning uses a dataset
of logged experiences; hence, does not require more inter-
actions with the environment. In contrast, online learning
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requires actively and continuously interacting with the envi-
ronment. The continuous interactions result in online learn-
ing being deemed slower or converging to a minima value
instead of the optimal value. Therefore, offline learning can
speed up learning and improve performance; however, it is
not easy or feasible to use offline learning for all kinds
of tasks, since it is applicable in settings with only fixed
batches of interactions with the environment, without further
interactions [3]-[6].

Among other techniques that can be used to improve the
performance of learning algorithms, especially in an anti-
jamming system, is to use multi-task learning. When tasks
are related or dependent, the model’s performance can be
significantly improved by learning multiple tasks instead of
the single-task alone. Multi-task learning has a few disguises
such as joint learning, predicting multivariate responses,
learning to learn, and learning with auxiliary tasks [7]-[9].
In this work where anti-jamming is the study case, we con-
sider tasks to be spectrum sensing (deciding sensing time)
and data transmission (deciding the transmission channel),
which are conditional and sequential because they always run
in sequential order and the actions of the next task (deciding
the transmission channel) are conditioned to its predecessor’s
choice (deciding sensing time) and performance. In multi-
task learning, just as in single-task learning, the agent inter-
acts with the environment within a series of observations,
actions, and rewards. The ultimate objective is to maximize
the cumulative reward by optimizing the action-selection
policy.

This work proposes a multi-task learning algorithm that
improves the model’s long-term return by learning condi-
tional and sequential tasks, compared to single-task learning.
The proposed multi-task learning algorithm jointly learns
both tasks through two connected steps:

o The first step exhaustively decides the sensing time
(in a multi-arm bandit approach) from a continu-
ous action-space (sensing time), which is discretized
and continuously updated adaptively to the observed
performance.

o The second step selects the transmission channel (in
a deep-Q-network-like approach) from a finite action-
space sample (transmission channels).

The main contributions of this work are summarized as:

o Through empirical analysis, we show that the perfor-
mance of single-task learning-based anti-jamming sys-
tems suffers when their input data (channel status) are
not perfectly collected.

o We design an algorithm of continuously updating the
action-space to maximize the cumulative reward of the
model.

« We propose a multi-task learning algorithm that offers
better convergence of the anti-jamming model against a
static and dynamic jammer.

Table 1 shows a summary of the symbols used in this
paper. The rest of this paper is organized with related works
in Section II. The proposed system model is explained
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TABLE 1. Definition of symbols.

Symbols  Description

K Tasks

S(i) State space for task ¢

s¢(4) State for task i at time %

A7) Action-space for task 7

a¢ (i) Action for task ¢ at time t

R Total reward for an episode

re Reward for an iteration t

e(7) Exploration rate for task ¢

€min(i)  Minimum Epsilon value for task 7

g(4) Decaying factor of ¢ of task ¢

lr Learning rate

Trmin Initial minimum action value

Tmaz Initial maximum action value

® Initial action space-sample size

d Difference between two consecutive action values

D Replay memory for the DQN

ucs Upper-confidence-bound

X Performed iterations for (1) while K(2) is explored

X Number of iterations a given action from .A(1)
has been explored and exploited

1% Value (rewards) for each action from .A(1)

n Population size of the action sample space

P+ Probability that each action from the A(%) has

been exploited at least once while /C(2) is explored

K Iterations needed until probability POH) s satisfied

J Counter to keep track of how many exploration for k(1)
and exploitation for K(2) are done within an episode

D Deduplication value

T Total iterations for a single episode

in Section III before showing the simulation results in
Section I'V. Section V presents the conclusion.

Il. RELATED WORKS

A. ANTI-JAMMING

Jamming defenses can be grouped into three categories
[10], [11], based on nodes’ strategy, as:

o Competition strategy: communicating nodes remain in
the jammed area and keep transmitting or receiving.
They rely on techniques such as null steering to cancel
jammed signals or increase their transmission power
to operate at a higher signal-to-interference-plus-noise
ratio to outpower the jammer.

o Spatial retreat strategy: communicating nodes evacuate
from the jammer’s transmission range in order to be able
to transmit or receive data.

o Spectral retreat strategy: communicating nodes do fre-
quency hopping to retreat from the channel in which the
jammer is operating.

Each defense strategy has drawbacks, benefits, and
requirements, depending on elements such as the ability
or resources held by communicating nodes, the jammer’s
strength, or the network environment. For each strategy,
the communicating node can use heuristics, game the-
ory, or machine learning techniques. This work focuses
on learning-based anti-jamming for spectral retreat strategy
against both jamming attacks and interference among nodes.
Anti-jamming learning-based systems have been extensively
studied in different approaches which, recently, focus on
improving the learning algorithm’s performance by solving
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jamming in multi-dimensional or multi-layers [12]-[15],
handling the lack of meaningful or clear jammer’s infor-
mation [16]-[18], or improving on the slowness of the
algorithms [19]-[22].

In [12], they formulated a cross-layer scheme that simulta-
neously approaches routing selection, channel selection, and
power allocation. In [13] they proposed a multi-dimensional
design that combines frequency-motion-antenna to improve
signal-to-interference power. Both schemes improve the per-
formance provided by a single dimension or a single layer
solution. However, the performance improvement comes with
additional requirements, such as the need for mobility, which
may be intricate if the jammer has a similar ability. In other
works such as [15], they proposed a jamming-aware routing
approach with a reinforcement learning-based cooperation
framework allowing nodes to make decisions on whether to
do data transmission, defend, or jam the network. In case the
communicating nodes cannot implement multi-dimensional
solutions, having access to the jammer’s information or
configurations may assist in mitigating the attacks. Unfor-
tunately, it is not trivial for the communicating nodes to
know the jammer’s configuration early. Meanwhile, when-
ever communicating nodes have no information about the
jammer, anti-jamming activities may require more strategies.
Therefore, to deal with the lack of information about the
jammer, [16] developed an approach that takes advantage
of the jamming signal to achieve the mission where the
communicating node, a drone, leverages the jammer signal.
In [18], they study anti-jamming in an unknown and changing
environment by utilizing the waterfall spectrum information
directly; thus, constructing an anti-jamming Q-network. The
user does a whole band sensing every 1ms and holds the
spectrum data in 200ms. In [17], they used an evasion attack
against the jammer itself so that communicating nodes do
not give up their communication without a fight against the
jammer. The transmitter builds a machine learning model
to predict the channels’ states. The attacker relies on deep
learning to launch the attack. As a defense strategy, the trans-
mitter then launches attacks on the attacker’s cognitive engine
to affect its convergence. Although by attacking the jammer
communicating nodes spend additional resources, they can
continue their communication if successful.

Competing against the jammer is meaningless if not done
successfully within an acceptable time. One way to improve
timing is by speeding the learning process. To address
the slow-convergence of anti-jamming learning algorithms,
[19], [20] accelerated the learning process using hotbooting
transfer learning. In [20], the power control experiences from
similar scenarios are used to initialize the Q-table, while
in [19], the value of the quality function toward each action-
state pair is initialized with the experiences from similar
scenarios. Nevertheless, other works such as in [11], [21],
instead of conventional reinforcement learning, used feder-
ated learning which allows training the model across multiple
nodes; thus, making the model converging faster or better as
it relies on several resources.
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Most of these works, which fall into the spectral retreat
strategy category, use frequency hopping. Frequency hopping
consists of switching radio signals among different frequency
channels to transmit data packets. For communicating nodes
to switch between the transmission channels, it is customary
and useful to first identify the status of channels (idle or
busy). Channel status is defined by identifying the power
level in the channel for a given time, which is not an instant
action but rather an action executed for a period called sensing
time. Meanwhile, sensing time is the time spent by com-
municating nodes sniffing on a given channel to identify
whether the channel is busy or idle. Numerous studies such
as [23]-[29] have studied about setting or using dynamic
spectrum access/sharing in multichannel wireless networks.
In [23], they designed an adaptive dynamic sensing schedule
framework. The design is done by investigating the trade-
off between sensing performance and achievable throughput
regarding time-varying fading, based on adjusting the sensing
time adaptively. Setting sensing time basing on fading is
helpful for communication. However, it may not be enough
in the presence of dynamic jammer nodes such as the ones
designed in [30]—-[33].

Three techniques may be used as strategies to assist
channel hopping against a dynamic jammer. First, multi-
dimensional solutions can be used to assist frequency
hopping. In [14] for example, they proposed a two-
dimensional anti-jamming mobile communication system.
The communication system, to mitigate jamming attacks,
uses both frequency hopping and user mobility. By using
mobility, the proposed solution combines both spatial retreat
strategy and spectral retreat strategy. This solution may be
limited in some cases as not all communicating nodes have
mobility capabilities. The second is when some details about
the jammer’s dynamism are known or may be observed.
In that case, the anti-jamming solution may also be dynamic
accordingly. In [22] for example, they proposed a pattern-
aware anti-jamming approach against a dynamic multi-mode
jammer. The communicating node has first to identify the
current jamming pattern and then act accordingly with a
different model for each jamming model. Third, the commu-
nicating node can try to adaptively define a proper spectrum
sensing duration without prior information about the jam-
mer’s dynamism. However, no study yet handled the dynamic
tuning of spectrum sensing duration in the presence of a
jammer, without prior information of the jammer’s jamming
patterns. Thus, current learning-based anti-jamming systems
that do frequency hopping against a jammer with different
jamming time slot duration may face performance issues if:

o The learning environment’s state is channel status,

which is observed by a spectrum sensing duration that is
arbitrarily decided; meanwhile, only channel selection is
learned.

o There is no alternative solution-strategy, such as mobil-

ity, that can be relied on when frequency hopping fails.

o There are no prior information about the jammer that can

be capitalized on to build the learning model.
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B. ANALYSIS OF SINGLE-TASK ANTI-JAMMING

To mitigate jamming by using RL, channel status is defined
as the environment’s state. The agent observes the chan-
nel’s status after using the sensing time sniffing the power
level in the transmission channels. Meanwhile, channel sta-
tus results from selected sensing time, despite not being
among elements learned by the algorithm in a single-task
learning approach. Single-task learning only decides on the
transmission channel, and sensing time is decided manually.
Concerning this anti-jamming design flow, we analyze a sys-
tem where single-task learning is used to mitigate jamming
attacks when the jammer applies a static and a dynamic
jamming time-slot duration (We refer to jamming time-slot
the length of the period within which the jammer sends its
jamming signal. It can be static for an entire network time
or dynamic where the jammer keeps changing the period
length).

We formulate anti-jamming as single-task learning in
which the transmitter agent interacts with the environment
(made of receiver, jammer, and other transmitter nodes) in a
sequence of state S, action A, and reward r. The state-space
S represents the status of each channel. The action-space A
represents the actions that can be chosen by the agent at a
given iteration, namely the number of transmission channels.
The reward r is the value of a state-action pair, which is +1 for
a successful transmission and —1 for a failed transmission;
thus, define the iteration reward r;,

r:Sx A= {-1,+1}. e))

Transition policy IT is the online policy that maps already
tried actions with given states by using y = 0.95 as the
discount factor. By following a decaying' e, for each itera-
tion, the agent explores the transmission in the environment
to learn the jammer activities or exploits the transmission in
the environment with the higher expected reward based on
previously computed statistics, solved by calculating the opti-
mal state-action value function using deep Q-network (DQN).
Both the jammer and transmitter abide by the Assumption 1.

Assumption 1: We assume that the jammer does not know
the length of the sensing time used by the transmitter, and the
transmitter does not know the length of the jamming time-slot
used by the jammer.

Fig. 1 shows the simulation results where an agent uses
different sensing times (50 ms, 100 ms, 150 ms, 225 ms,
500 ms, and 900 ms). Each simulation runs against a jammer
using 150 ms as its jamming time-slot. The results show
that when the sensing time is much lower or higher than
the jamming time-slot, the cumulative reward converges to a
lower value. When the sensing time is closer to the jamming
time-slot, the cumulative reward is maximized, which is the

1 Epsilon € is used to define the balance between exploration and exploita-
tion of the agent. By following a decaying € we start with the ¢ = 1, and
preset minimum epsilon €,,;, and decaying factor €. Whenever a reward is
received by the agent, the € value is updated as: € = max(e,y, € x €). This
results in exponential decay for the € until € value becomes equal or less than
the €,ip-
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case for 150 ms and 225 ms. Fig. 2a and Fig. 2b show an
agent’s results with 100 ms sensing time against a jammer
with a periodic and random dynamic jamming time-slot,
respectively. Accumulated rewards are significantly affected
by the dynamism of jamming time-slot, which results in fluc-
tuating cumulative rewards. Therefore, with Assumption 1,
we derive Conjecture 2.

Accumulated Rewards

1000 1200 1400 1600
Episodes

FIGURE 1. Performance comparison of multiple learning anti-jammers
using static sensing time-slot lenght (50 ms, 100 ms, 150 ms, 225 ms,
500 ms, and 900 ms) against jammer using 150 ms as its jamming
time-slot length.

Conjecture 2: When a transmitter agent does not know the
jammer’s internal working details, solving jamming attacks
as a single-task RL problem, which only learns about channel
hopping policy, without optimizing sensing time, does not
always guarantee the optimal accumulated reward, especially
against a dynamic jamming time-slot.

In contrast to the above single-task analysis, in this work,
we propose a dynamically tuned sensing time, to optimize
the performance of the model that relies on a sensed channel
status. This is not a trivial problem because of the nature
of sensing activity. Spectrum sensing is a passive activity
that does not trigger any change in the environment’s state
whenever applied. It is only used to observe the environment.
Meanwhile, it cannot claim a reward from the environment
when it is the only considered action. This property makes
it hard to calibrate sensing time with learning algorithms.
However, spectrum sensing can run with other actions, such
as data transmission. Therefore, spectrum sensing time can
be adjusted along with other actions that allow it to claim a
reward for a given selected sensing time. Multi-task learning
is, therefore, a candidate to assist in adjusting sensing time.

IIl. SYSTEM MODEL

A. PRELIMINARIES

1) MULTI-TASK REINFORCEMENT LEARNING (MTRL)

A multi-task reinforcement learning model learns /C tasks,
with /C > 1. In this work, we study tasks with a dependency,
which makes it possible to solve all of them sequentially
and continuously, to yield better performance than single-
task solutions. For this case, one task can be approached as a
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(a) Periodically changing jamming time-slot.
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(b) Randomly changing jamming time-slot.

FIGURE 2. Single-task dynamic jamming time-slot. Performance of a
learning anti-jammer with 100 ms sensing time-slot against a jammer
with changing jamming time-slot.

single-task; however, the other one (sensing time selection)
cannot be solved as a single-task because it is a passive
action with no reward scheme. The model’s overall reward
depends on both tasks’ performance. A multi-task model’s
objective is to solve and optimize each task’s performance
while exploiting similarities and dependencies between them
all. Therefore, it is multi-task learning when the model is
optimizing multiple loss functions. The task is a piece of
works or steps needed (and related among themselves) to
achieve the agent’s ultimate goal. In the anti-jamming case,
the tasks differ based on input and action distributions, and
their loss functions.

2) CONDITIONAL AND SEQUENTIAL TASKS

We refer to conditional and sequential tasks when all the
tasks run in a predefined order. During the exploitation of
a later task, the next task’s actions are conditioned by its
predecessor task results. This means, in a pool of || =
{K(1), £(22), £3), ...} tasks, K(1) runs before /(2). Fur-
thermore, /C(2) actions are based on the output of the (1)
task. The underlying tasks in this work are sensing time
selection and data transmission channel selection. From the
above conditional and sequential definition, we note that data
transmission has to run after spectrum sensing and that data
transmission is done on a channel identified as appropriate
after spectrum sensing. For simplicity, in the rest of the paper,
we refer to sensing time selection as the first task and data
transmission channel selection as the second task.

B. MULTI-TASK LEARNING ALGORITHM

The proposed multi-task algorithm is designed as a
composite of two sub-models; the first sub-model han-
dling the first task and the second sub-model handling
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the second task, but both being connected. The algorithm
uses a multi-armed-bandit (MAB) algorithm as the first
sub-model and a slightly modified version of DQN as
the second sub-model. The dyad model makes the deep
multi-task conditional and sequential learning algorithm
(DMCSL). The choice of sub-models is based on their
performance and the nature of tasks under consideration.
Specifically, for the first task, we consider a task that has
continuous and passive actions. The MAB model is more
suitable for sensing duration selection because it can learn
to decide which arm (action) to select without relying on the
environment’s state. MAB decides by analyzing the reward
connected with each arm at each iteration from previous iter-
ations. For the second task, we use DQN due to its capability
to converge to the optimal policy in due time, even with a
nonlinear approximator, to estimate the action-value function.

DMCSL modifies DQN in two ways, to allow it to adapt to
connection with MAB to learn multi-tasks. First, the transi-
tion stored in the replay memory D includes the action taken
by the first sub-model, because this action has impact on the
reward obtained by the whole model; hence, the action of
the first sub-model acts as a state member of the state-space
of the second sub-model. The transition in the replay mem-
ory then becomes (a;(1),s:(2), a;(2), rs, ar41(1), s:41(2))
instead of (s:(2), a;(2), ry, s;+1(2)). Second, for each iter-
ation, Q-learning updates are applied on samples of
(a; (1), 5,(2), a;(2), rs, a; (1), 5:(2)) ~ D, experience so that
the sequence of loss functions becomes:

Li(61) = Eg,(1),52),a02), 11,01 (1Y 15,2))
~ D[ (r+ v max 0(a(1), 512, (25 6/)
@y

—0(a(). s@.a@:6)) ] @

where 9,’ are weights of Q-network at iteration #, and 6,
are weights used to estimate the target at iteration t. The
6/ weights are updated with 6;. The weights update is not
done for every iteration, but rather after every certain number
of iterations, similarly as in the original DQN. DMCSL,
as illustrated in Fig. 3 and later described in Algorithm 1,
works in action-state-action-reward (ASAR) sequence as:

o Action: the agent selects action a,(1) for task C(1),
which is the duration of spectrum sensing.

« State: the agent observes environment state s;(2), which
includes a,;(1) and channel status.

o Action: the agent selects action a,(2) for task C(2),
which is the channel for data transmission.

« Reward: the agent observes reward r; from the envi-
ronment, which represents the success or failure of the
transmission.

DMCSL develops a transition policy IT in order to max-
imize the long-term cumulative reward. For every iteration,
the model receives a positive iteration reward r; if the trans-
mission is successfully, and a negative reward r; otherwise,

r; o Al x SQ2) x A2) = {—, 0, +}. 3)
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\ State.
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FIGURE 3. DMCSL architecture. The agent works in an action-state-action-reward sequence using two
models, MAB and an extended DQN. MAB creates a transition policy IT to decide sensing time a;(1), then
the agent observes the state of the environment s;(2). Both s;(2) and a;(1) are used as input of the x-DQN
to create a transition policy that selects the action of transmitting or not, a;(2). After the action is applied,

a reward r; is observed by the agent.

The agent cannot see the environment’s internal working
scheme. It can only observe the interaction between itself
and the stochastic environment to identify and use the opti-
mal actions that will lead to maximum long-term rewards.
The DMCSL algorithm uses two decaying exploration rates:
e(1) and &(2), which are for IC(1) and K(2), respectively.
For every iteration, they are continuously updated using a
decaying rate €(i) and comparing with the preset minimum
epsilon &(i)i, as:

£(i) = max <e(i)mm, £(i) x E(i)), (4)

but, for e(1), it is only updated if a;(2) is not randomly
selected (exploitation).

As described in Algorithm 1, [line 5 ~ 8] for every
iteration in a given episode, with probability e(1), the agent
selects randomly action a,(1) from .A(1); otherwise, it selects
an action with a higher upper-confidence-bound UCB as:

a;(1)* = A [argmax(UCB)], 5)
where UCB is calculated by Equation (6) from [3]:

In( )) ’ ©)

UCB=V+ (2% /=5

X

with X being the total number of iterations (both exploration
and exploitation) within KC(7), X being the total number of
iterations a given action from .A(1) has been explored and
exploited, and V being the value (reward-like) for each action
from the action-space A(1). The agent then uses the selected
action a;(1) to observe the state s;(2) [line 9 ~ 10]. After
observing the state, with probability (2), the agent selects
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randomly the action a;(2) from .A(2); otherwise, it uses a
greedy policy (Equation (7)) to select optimal action from

A(Q2) as:

a(2)" = argmax Q(A(a,(1), 5:(2)), A(2); 0), (7
A2
where 0 is the weight of the Q-network [line 11 ~ 14].
The agent uses the selected action a;(2) and a reward r; is
received from the network. The cumulative reward for a given
episode is obtained as:

T
R=Yr. ®)
t=1

with T being the total iterations for a single episode
[line 15 ~ 17]. After the reward is received, if the exploitation
was done on K(2), the agent updates the £(/), and increases by
1 the total_times X and action_times X. The action_values
V; at time t for the action a;(1) is updated with Equation (9):

Vila,(1)] = Ir x (x; — Vi—1la, (D)D), 9

with Ir being the learning rate. Otherwise, if the explo-
ration was done for K(2), the agent does not update the
total_times X, the action_times X , and the action_values V),
because, if a;(2) is randomly selected, the reward obtained
is not directly due to the selected a;(1). On [line 18 ~ 25]
the algorithm keeps counting whenever exploration is done
for (1) and exploitation is done for K(2), by increasing the
counter 7.

Also, still, after the reward is received (whether exploration
or exploitation was done for K(2)), the agent updates the
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epsilon ¢(2) and the replay memory D. The agent com-
putes the Q-learning targets according to the fixed Q-network
weight. A gradient descent step is then performed to optimize
the mean square error between Q-network and Q-learning
targets [line 26 ~ 28]. These steps abide by the flow of
the original DQN, with the main difference being on the
transitions stored in the replay memory and the loss function
that changes at each iteration (We omit some explanatory
details about DQN in this paper and invite interested readers
to check the work [34]). The agent also checks for two
events: if the episode stopping criteria is met (by using a
predefined condition, if any is available) [line 32 ~ 34], and,
if the A(i) update criteria is satisfied (by using Lemma 11
described in subsection III-C) [line 29]. If the update cri-
teria is met, the action-space .A(1) is updated as described
in subsection III-D.

C. ACTION-SPACE UPDATE CONDITION

As (1) has action-space with infinite action values, it is
impossible to supply the model with all the possible actions.
Alternatively, supplying the model with as many actions as
possible would lead to divergence or much-delayed conver-
gence. Consequently, the necessity of a strategic continuous
update of the action-space, where the initial sample size is
relatively small. The model is given more options to pick from
by continuously updating the action-space, allowing converg-
ing the cumulative reward to the optimal value in the long
run. The action-space update condition is probabilistically
decided by using the probability of random sampling with
replacement (In statistical analysis, sampling is a process to
take a specific number of elements from a given population.
Random sampling with replacement is when any member
of the population can be taken more than once from the
population (elements repetition is allowed). All elements in
the sample have an equal probability of being selected every
time).

The update criteria is satisfied when the probability
that any action from the action-space sample has been used
at least once is greater or equal than a preset threshold value.
Probability P{' " is calculated with Equation (10),

(n—1DF
r}K
where 7 is the population size, which is the action-space
sample size, and « is how many times sampling with replace-
ment is done (which is how many times exploration is done
for (1) while exploitation is done for /C(2)). The value «
is obtained by Lemma 11 and compared against a counter
number 7 that is continuously incremented. Whenever the
counter J is greater or equal to the value «, the action-space

sample of KC(1) is ready to be updated.

Lemma 3: Given an action-space of size 7, the number
k of exploration required until the probability to have each
action tried at least once reaches PECH_) is:

In(1 —P{)

= 7 11
“ ln(l—%) (1)

P)(cl+)

pUH) = — , (10)
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Algorithm 1 Deep Multi-Task Conditional and Sequential
Learning Algorithm
1: Initialize : D, y, Ir, AQ2), e0(1), emin(1), €(1), £0(2),
emin(2), €(2), n = len(A(1)), k, A(1) with Equation (18),
V=n*[0, X =n*[0,X=0,7=0,00"

2: for episode=1,... ,Episodes do
33 R=0, J=0
4 for t=1,...,T do
5: With probability (/)
6 choose a;(1) randomly
7 Otherwise
8 choose a;(1)* with Equation (5)
9: Execute action a;(1)
10: Observe s:(2)
11: With probability &(2)
12: choose a;(2) randomly
13: Otherwise
14: choose a;(2)* with Equation (7)
15: Execute action a;(2)
16: Observe reward r;
17: Update cumulative reward with Equation (8)
18: if Exploitation done for K(2) then
19: Update K(1) epsilon, &(1), with Equation (4)
20: Increment X and X by 1
21: update V[a,;(1)] with Equation (9)
22: if Exploration done for K(1) then
23: Increment the counting number 7 by 1
24: end if
25: end if
26: Store and sample transition a;(1), s;(2), a;(2),
s, ar+1(1), s;41(2) in replay memory
27: Compute Q-learning targets according to net-

work weights and Optimize MSE using variant of
stochastic gradient descent // following normal

DQN process
28: Update C(2) epsilon, (2), with Equation (4)
29: if 7 >= « then
30: Update A(1) with Algorithm 2
Re-compute 7 as size of A(1), Re-update x with
Lemma 11
Reset J to 0, Resize X and V lists
31: end if
32: if episode_stopping_criteria then
33: End the episodes
34: end if
35:  end for
36: end for

Proof of Lemma 11: Let n denote the population size of
A(k) (action-space), that during every sampling the number
of possibilities is n; meanwhile, if the population is sampled
Kk times, the total number of ordered options is:

NXnNXnX...xn=n". (12)

Each of these 1* options is a random sample since all ele-
ments have an equal selection probability. We are interested in
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how to find the probability P that any random element has
been used at least once. That is the probability that a random
element is in a random option among the n* options.

In reference to the probability complementary rule, PU+)
can be calculated as:

PUH =1 — PO, (13)

with PECO) the probability that a random element has not been
selected at all. The total number of options that do not contain
a given random element is:

(m—=Dx(m—Dx(—Dx...x7H—D=@0-D" (14

Hence, the probability that an element is not sampled at all
is equal to the number of options without the element over the
number of all options as:

— 1)
P§C0) — u (15)
nK
Referring to Equation (13), the probability that any element
is sampled at least once is:

an _ = D" ap _ =
PV =1 - = s 1P = T
log,—1 (1 —P{H),

n

’

=K

(1 -P{7)

1 (16)

In(1 — 5)
D. ACTION-SPACE UPDATE ALGORITHM
Action-space of first task A(1) is a continuous pool with
infinite values that needs to be converted into discrete values.
It is initialized by defining initial minimum action value 7y,
initial maximum action value 7,4y, and the number of options
® needed initially. The initial action-space list Ag(1) is a list
made of ® actions defined between 7, and 7,4y, as shown
by Equation (18):

Ao(1) = [range(Toin, (Towax + 1), round @) |, (17)
Ao(1) = [ Tosins Toin + 4, Toin + @ x ), ...
Toin + (@ = D x d)], (8)

with spacing d the difference between two consecutive action
values defined by:

=~ -1 (19)

After the initial action-space sample is created, the sample
is updated continuously whenever the action-space update
condition (explained in section III-C) is met. Since /(1) has
infinite action-space values, by continuously updating the
action-space sample, the model is given more choices to pick
from. It may allow converging the cumulative reward to the
optimal value in the long run. To update the action-space
sample, as described in Algorithm 2, the element with higher
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upper-confidence-bound at a given time a;(1)* is selected
from A(1), then new 7, and T4 are calculated [line 3]:

Tmin = a;(1)* —d,
Tmax = Cl[(])* +d. (20)

The updated values may include elements higher and lower
than the initial minimum and maximum values. This means
the initial minimum and maximum values do not have a crit-
ical effect on the whole process, as they can be overwritten.
With these new values, the spacing d value is updated with
Equation (19) [line 4]. Then a new list of actions is gener-
ated with Equation (18) [line 5], and cleaned by removing
negative numbers and those already in the action-space. The
new list of actions is then concatenated to the action-space
list.

Algorithm 2 Action-Space Update Algorithm
1: Results < A;(1)
2: Data < a;(1)*, d, ®
3: n/“-n =a;(1)* —d,
7:1/1ax =/al(%_)/* +d

4:d= W // update spacing value d

5: new_list = range(T/ (7;,’mx + 1), round(d))] //

min’
create a new list with Equation (18)
6: A;(1) = A;(1) + clean(new_list)

E. ACTION-SPACE INCREASE ANALYSIS

With an increasing action-space, DMCSL is at risk of
diverging rather than converging. An analysis of how the
action-space is increasing may shed light on the model’s
convergence in the long run. The & defines the initial action-
space size and specify the number of values to be added on
the action-space sample every time it is updated based on the
probability PU1). The action-space sample updates happen
at different iterations of {tg, 11, f2, 13, t4, . . ., t}. If we know
when the updates happen, we can infer the action-space’s
estimation size since at every update, there are @ actions
added. The update 7| (the first time the sample is updated)
will happen at iteration of #{ = #y + «, which is #; = « as
to = 0. By considering the effect of exploration of (1) and
exploitation of K(2), t; becomes,

1
1 —&)- (5(2)))>’ @D
which, if we replace « by Equation 11 and take into account
that the first action-space size is equal to ® (and continuously
updated in its multiples), #; becomes:

t1=to+(l<~(

In(l— %) @

with& = (1—2g(1))-(€(2)); hence, updates happen at iterations
as follows:

_ pUh
In(1 —P{™) 1)’ )

n=m+(

(23)
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pone (MED Ly g
T M na o L) g

n(1—P!y 1
- — (= 25
f 2+(ln(1_ﬁ) ) (25)

In(1—P!)y 1
t = f(x—l) + (m> . (g))v (26)
=1 =1 -PI"). 3" 1 27

“In(l—5) &)

To consider the fact that during the increase, duplicates
occur and get discarded, let us introduce a deduplication D
value in the expression 27 with the logic that:

« Initially, D is set to 0.01, equivalent to almost no dupli-
cation in new values. A

« D is continuously increased by a deduplication rate D as
D=2 for every iteration.

o The maximum D value is set to 0.99, equivalent to huge
duplication in new values.

Equation 27 then becomes:

al 1
 =In(1 —PUD). ,
,.;D-ln(l—%)-(s)

which, with different deduplication rate results in an algo-
rithmic increase as shown in Fig. 4 and Fig. 5. Thus, using
the proposed action-space update algorithm provides a loga-
rithmic increase of the action-space. A logarithmic increase
of the action-space means that the growth is more manage-
able than a linear or exponential increase. However, not all
logarithmic increases are smooth in the same way. From the
analysis of action-space increase, as shown in Figures 4 and 5,
in order to maintain a smooth (not too quick and not too large)
action-space increase, the threshold probability PECH) should
be as higher as possible, but less than 1. This means a number
like 0.99, for example.

(28)

F. COMPLEXITY ANALYSIS

DMCSL algorithm complexity is relative to the number of
episodes and time-steps per each episode T. It also depends
on the complexity of both DQN and MAB. DQN com-
plexity in each time-step depends on the complexity of
obtaining Q-approximation as well as training the weights
of the DQN, which is dependent on the architecture of DQN
along with different hyper-parameters used on it. As demon-
strated in [35], the computational complexity per each DQN
layer in fully-connected layers (same used in DMCSL) can
be reduced to O(n - log(n)), with n being the number of
units for each layer. Therefore, the complexity of obtaining
Q-approximation from y layers becomes:

Oy - n - log(m)). (29)

MAB complexity in each time-step is the complexity of
identifying the best arm from the collection of @ arms.
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In DMCSL, MAB uses UCB to identify the best arm for each
time-step. The complexity of identifying the best arm by U/CB
depends on the number of arms and the current time-step.
That is O(®P - %) to calculate U/CB for each arm, and O(®P)
for identifying the arm with the maximum /C. The resulting
run-time is:

T T
O(CD-§+<I>)=>O(<1>-(§+1)). (30)

By taking into account that the number of actions increas-
ingly changes logarithmically, expression (30) becomes:

T T
0(¢.1n(5)-(5+ 1)). 31)

DMCSL complexity per time-step is then obtained from
expressions (29) and (31) as:

T T
(’)(y n-logm) + - In(5) - (5 + 1)). (32)

For a single episode of T time-steps, it is:

O(T- (y-n-logn) + & 1n(§> : (% +1)). 63

Meanwhile, DMCSL slows down over time comparably to
the DQN complexity; however, with the effect of action-space
increasing, it becomes a little more slowly than DQN.

IV. SIMULATION
A. ATTACK MODEL
Jammers use different strategies to interfere with communi-
cating nodes by either being intelligent or elementary [1] in
order to interfere in either frequency domain such as:
o Channel-hopping/sweep jammer: proactively hops
among several channels at the same time.
o Spot jammer: uses its entire transmitting power on a
single frequency.
« Follow-on jammer: hops among all channels very fre-
quently, hence jamming each for a short time-slot.
Or in time domain such as:

« Constant jammer: continuously jams the network.

« Random jammer: alternates between sleeping and
jamming.

« Reactive jammer: stays quiet when the communication
channel is idle and jams only when transmission activi-
ties are sensed on the channel.

We considered both domains during the simulation by imple-
menting a sweep jammer that operates as a constant and
random jammer in three sweep jammer variants as follows:

« Static jammer: the jammer has a static (non-changing)
jamming time-slot duration of 100 ms.

o Dynamic pattern jammer: the jammer changes the jam-
ming time-slot in a predefined pattern of 50 ms, 100 ms,
150 ms, 500 ms, 1000 ms.

¢ Dynamic random jammer: the jammer changes the jam-
ming time-slot in a random sequence.
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FIGURE 4. Illustration of a logarithmic increase of the action space over time with a threshold probability Pg +) (probability that any action from
the action-space sample has been used at least once) preset to 0.9 on different deduplication rates.
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FIGURE 5. lllustration of a logarithmic increase of the action space over time with a threshold probability Pg + (probability that any action from
the action-space sample has been used at least once) preset to 0.5 on different deduplication rates.

B. SIMULATION SETUP

The simulation aims to answer two main questions when the
transmitter and jammer nodes abide by Assumption 1. First,
find if solving jamming attacks using a multi-task algorithm
allows the agent to adjust on unknown jamming time-slot
and yield better performance than a single-task algorithm.
Second, find if multi-task learning grants the optimal reward
against a jammer whose jamming time-slot is dynamic or
static. We set up network environment with ns3-gym by [36]
and uses TensorFlow for DMCSL, and some basic simula-
tion parameters are shown in Table 2. The DQN model is
simulated with hyperparameters initialized as follows: (/) =
0.999, e(2) = 0.9999, ein(i) = 0.001, go(i) = 1, y = 0.95,
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Ir = 0.1. The hyperparameters were calibrated by a repeated
grid search approach. For simplicity, we set reward r; as 1 to
a successful transmission and -1 on a failed transmission for
every iteration.

+1, if successful transmission
r; =140, ifno transmission (34)
—1, if failed transmission

Moreover, since the reward is given based on the packet
transmission status, which is affected by both jamming and
interference, the cumulative reward is comparable to the
packet delivery ratio.
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FIGURE 6. Learning anti-jammers with dynamic and static sensing time against jammer with jamming time-slots of 100 ms.

TABLE 2. Simulation parameters.

Parameter Value

Simulation time 15000 episodes (100 iterations each)
Initial min sensing time Tyyin 50 ms

Initial max sensing time 7Traz 1000 ms

Options & 5

Transmission range 250 ms

Nodes’ mobility Random waypoint

Routing/ mac protocol AODV/ IEEE 802.11b

Fading model Nakagami propagation loss model
Threshold probability P(1+) t0 0.9

Network devices’ communication decisions are formulated
as a Markov decision process in a discrete-time stochastic
control process where the transmitter node improves com-
munication performance over time based on prior transmis-
sions. The transmitter uses RL techniques to achieve optimal
communication via multiple trial-and-errors. We assume a
slotted-time multi-channel ad hoc network system where
each agent can access at most one channel at a given slot-
time. The number of available orthogonal and independent
channels is limited to only four. For a baseline scenario,
we set up a network of four communicating nodes (only one
is relying on DMCSL to decide the transmission channel) and
one sweep jammer node. The action-state spaces are:

« Sensing time: The agent decides how long a sensing time

is at a given time.

o Transmission channel: Upon the spectrum sensing

results, the agent observes the channel status and decides
which channel to use for data transmission.

C. SIMULATION RESULTS
In the simulation, we analyzed the DMCSL performance
by comparing it with two more channel hopping strategy
systems:
« Static sensing learning channel (SSLC): when a single-
task is used with an arbitrary sensing time and the model
only learns the transmission channel.
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o Learning sensing random channel (LSRC): when single-
task learning is used to learn sensing time. However,
channel transmission is selected randomly among iden-
tified idle channels.

The SSLC is adopted by several related works. Its main issue
is the lack of an adaptive mechanism to determine the appro-
priate spectrum sensing duration. By comparing DMCSL to
SSLC, we can observe whether DMCSL is better in setting
the proper sensing time. Hence, improving channel mitigation
for the spectral retreat defense strategy. A further comparison
will be needed to analyze the improvement provided over
competition and spatial retreat defense strategies.

In Fig. 6 and Fig. 7, static jamming time-slots of 100 ms
and 897 ms are used, respectively. For both cases, the node
using DMCSL converges to the maximum cumulative reward
despite not having information about the jamming time-slot
duration. For the SSLC, the node uses 100 ms as the sensing
time. The convergence happens faster than on DMCSL for
the 100 ms jamming time-slot; however, for the 897 ms
jamming time-slot, the node does not manage to converge to
the optimal value. The cumulative reward for the LSRC does
not converge, which shows that learning sensing time alone
is not a solution for consideration. Both DMCSL and SSLC
performances fluctuate significantly in the initial episodes as
the model is still quite exploring with the decaying epsilon
approach. Moreover, despite that DMCSL reaches the opti-
mal value in both cases, it later keeps showing a slight per-
formance fluctuation, rather than a continuously optimized
performance. This is because action-space is still updated,
although at a slower pace. The action-space update would
necessitate a stopping condition in order to ensure continuous
optimal performance. In Fig. 8, a dynamic jamming time-
slot is used, where the jammer changes the jamming time-
slot, but in a predefined order of [50 ms, 100 ms, 150 ms,
500 ms, 1000 ms], namely, the jamming time-slot changes
every time but the sequence of changes remains the same
for the runtime. Simulation results show that DMCSL can
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FIGURE 7. Learning anti-jammers with dynamic and static sensing time against jammer with jamming time-slots of 897 ms.
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FIGURE 8. Learning anti-jammers with dynamic and static sensing time-slot against jammer with ordered dynamic jamming
time [50 ms, 100 ms, 150 ms, 500 ms, 1000 ms].
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FIGURE 9. Learning anti-jammers with dynamic and static sensing time-slot against jammer with jamming time randomly picked with
values between 100 ms and 150 ms.

adapt to the changes and optimize the cumulative reward in In Fig. 9 and Fig. 10, an utterly random jamming time-
the long run. However, the convergence takes a longer time slot length is used, but with different ranges. In Fig. 9,
than when the jammer uses a single jamming time-slot length. the jamming time-slot length is randomly picked with values
A node using either SSLC or LSRC does not converge as the between 100 ms and 150 ms, while in Fig. 10, the jamming
cumulative rewards show too many fluctuations. time-slot length is picked with values between 100 ms and
VOLUME 9, 2021 123205
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FIGURE 10. Learning anti-jammers with dynamic and static sensing time-slot against jammer with jamming time randomly picked with values

between 100 ms and 1000 ms.

1000 ms. For Fig. 9, DMCSL converges to the optimal value
but takes longer. Fig. 10 shows that the jamming time-slot
lengths randomness affects the algorithms’ performance as
none of the algorithms manage to converge to the optimal
value; however, the DMCSL outperforms the other anti-
jamming schemes. From both Fig. 9 and Fig. 10, we can
infer that randomness of the jamming time-slot generate
higher impact when it is less predictable, as with a more
extensive range, because that is the only moment where the
DMCSL algorithm did not manage to converge within the
15000 episodes.

V. CONCLUSION

In this work, we investigate the performance of using a
single-task learning algorithm to mitigate jamming attacks by
using frequency hopping as the mitigation technique when
the transmitter cannot know the internal working structure
of the jammer, mainly the jamming time-slot length. The
analysis showed that designing anti-jamming learning sys-
tems as single-task learning for the transmission channel
selection does not always guarantee optimal performance in
the long run if the sensing time used is not optimal. The
proposed multi-task learning anti-jamming system provides
better performance than single-task learning. It mainly guar-
antees the optimal cumulative reward against static jammer
by developing a policy to handle the jammer with a dynamic
jamming time-slot. When using DMCSL against static jam-
mer time-slot, the performance is almost identical to learning
anti-jamming with static sensing-time, if the sensing-time
is identical to jammer time-slot. however, when both times
are different, agents using DMCSL increase their cumulative
rewards by 10%. The same agent using DMCSL against a ran-
dom dynamic jamming time-slot achieves about three times
better cumulative reward, while against a periodic dynamic
jamming time-slot, it improves the cumulative rewards by
10% as well. The proposed DMCSL algorithm relies on MAB
and DQN and has the potential of being used on an actual
network such as drones, sensors, or vehicular networks. It can
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be extended with more design for future works, such as using
double DQN, using another reward scheme, or testing against
other types of jammers, such as intelligent or reactive jammer.
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